H3Bectus By3os Poccun. Paguosnexrponuka. 2023. T. 26, Ne 3. C. 90-98
Journal of the Russian Universities. Radioelectronics. 2023, vol. 26, no. 3, pp. 90-98

Radar and Navigation
UDC 621.391 Original article
https://doi.org/10.32603/1993-8985-2023-26-3-90-98

A Target Threat Assessment Method for Application
in Air Defense Command and Control Systems

Xuan Truong Nguyen '™, Kim Phuong Phung', Quang Hieu Dang', Xung Ha Vo?, Hoa Tien Vu'

'"Le Quy Don Technical University, Hanoi, Vietnam

*National Institute of Science and Technology, Hanoi, Vietham

Mtruongnx.isi@lqdtu.edu.vn

Abstract

Introduction. This paper presents a solution for threat assessment of air targets using the fuzzy logic inference
method. The approach is based on the Sugeno fuzzy model, which has multiple inputs representing target trajectory
parameters and a single output representing the target threat value. A set of IF-THEN fuzzy inference rules, utilizing
the AND operator, is developed to assess the input information.

Aim. To develop and test an algorithm model to calculate the threat value of an air target for use in real-time auto-
mated command and control systems.

Materials and methods. An algorithm model was developed using a fuzzy model to calculate the threat value of a tar-
get. The model is presented in the form of a flowchart supported by a detailed stepwise implementation process. The
accuracy of the proposed algorithm was evaluated using the available toolkit in MATLAB. Additionally, a BATE soft-
ware testbed was developed to assess the applicability of the algorithm model in a real-time automated command and
control system.

Results. The efficiency of the proposed fuzzy model was evaluated by its simulation and testing using MATLAB
tools on a set of 10 target trajectories with different parameters. Additionally, the BATE software was utilized to test
the model under various air defense scenarios. The proposed fuzzy model was found to be capable of efficiently
computing the threat value of each target with respect to the protected object.

Conclusion. The proposed fuzzy model can be applied when developing tactical supporting software modules for
real-time air defense command and control systems.

Keywords: fuzzy logic, fuzzy model, threat value, air defense, command and control system

For citation: Xuan Truong Nguyen, Kim Phuong Phung, Quang Hieu Dang, Xung Ha Vo, Hoa Tien Vu. A Target
Threat Assessment Method for Application in Air Defense Command and Control Systems. Journal of the Russian
Universities. Radioelectronics. 2023, vol. 26, no. 3, pp. 90-98. doi: 10.32603/1993-8985-2023-26-3-90-98

Conflict of interest. The authors declare no conflicts of interest.

Submitted 26.03.2023; accepted 28.04.2023; published online 29.06.2023

90 © Xuan Truong Nguyen, Kim Phuong Phung, Quang Hieu Dang, @ @
Xung Ha Vo, Hoa Tien Vu, 2023 =



H3Bectus By3oB Poccun. Paguosnexrponuka. 2023. T. 26, Ne 3. C. 90-98
Journal of the Russian Universities. Radioelectronics. 2023, vol. 26, no. 3, pp. 90-98

Introduction. Automatic evaluation of the air
situation and information updates in automated
command and control systems (ACCS) plays a
pivotal role in ensuring the effectiveness of com-
bat operations (as depicted in Fig. 1). The threat
level of targets with respect to the protected object
can be assessed based on target data from radar
sources and higher-level information processing.
These values are aggregated and filtered to serve
as a crucial input parameter for target distribution
requests and selection of appropriate combat
means, enabling informed decision making using
air defense systems [1, 2].
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Fig 1 Function overview of an ACCS

Automatic evaluation of the air situation is a
continuous, real-time process that determines the
threat value of targets to the protected objects.
Calculating the threat value is a challenging task
due to the need for high processing performance,
information synthesis from multiple sources, and
real-time requirements. The information used for
situation assessment is frequently obtained from
various heterogeneous, uncertain, and interfered
sources [3, 4]. Therefore, to ensure reliability, it is
necessary to employ estimation algorithms capable
of inferring from incomplete or unreliable infor-
mation sources. Currently, fuzzy logic and Bayesi-
an probability networks are widely used for as-
sessing the threat of air targets [5—9]. In this paper,
considering the priority of real-time approaches,
we develop a method for automatic target threat
assessment based on fuzzy logic methods.

The threat value is evaluated based on the in-
ference ability of fuzzy systems, including linguis-
tic variables, fuzzy sets, fuzzy rules, defuzzifica-
tion mechanisms, etc. The outstanding advantage
of this method consists in its similarity with natu-

ral inference mechanisms, thus enabling users to
participate in the design processing of inference
systems and use their expert knowledge to propose
suitable fuzzy rules. At the same time, the fuzzifi-
cation process contributes to smoothing threat val-
ue variations at uncertainty boundaries.

Research methods.

Basic structure of a fuzzy model. The fuzzy
set theory proposed by Lotfi A. Zadeh includes
fuzzy logic, fuzzy arithmetic, fuzzy mathematical
programming, fuzzy topological geometry, fuzzy
graph theory, and fuzzy data analysis. This theory
aims to introduce the concept of fuzzy sets. Math-
ematically, a fuzzy set A on a basic space X is de-

fined as A:{[pA(x)/x]|x€X}. In  which,

Ha (x) is a membership function that quantifies
the degree to which elements X belong to the
basic set X, expressed as: p 4: X —> [0, 1].

The structure of a typical basic processing
model conventionally includes an input, an output,
and a processor. The processor is essentially a
mapping that reflects the dependence of the output
variables on the input variables in the system. In a
fuzzy model, a certain numerical value can be tak-
en as an input, a fuzzy set or an unambiguous nu-
merical value can be taken as an output. The out-
put—input mapping relationship of a fuzzy model is
described by a set of fuzzy rules, rather than by an
explicit function. As a rule, a general fuzzy model
has numerous inputs and outputs. However, a mul-
ti-output model can always be divided into a set of
single-output models. In this work, we consider
the case of a multiple-input one-output system.
Specifically, the basic structure of a fuzzy model
consists of five components [10] (Fig. 2).

In Fig. 2, the rule set is a site where the IF—
THEN fuzzy rules are stored. This is a set of
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statements or human-understandable rules, which
describe the behavior of the system. With an »
input—one output fuzzy model, each fuzzy rule can
be described as follows:

g TF| (xyis £ ) AND...AND(x,is 43|

THEN | (5 is 87 )(0z)).

where A]i with k=1,..,n and B’ are the lan-

guage values defined on the input and output vari-
ables of the model, respectively;

Xz 18 A]i; k=1,...,n.

The hypothesis part of the rule is formed from
the intersection (performed by fuzzy AND) be-
tween the linguistic statements, referred to as
component premises. The conclusion of the rule is
mapped from the hypothesis part by fuzzy infer-
ence (IF-THEN). Corresponding to each rule,
there is a rule confidence w;€[0,1]. The reliabil-

ity of the rule reflects the correctness of o; =0,

showing that the rule does not participate in de-
termining the output of the model. Each rule base
is a combination of fuzzy OR selection of all fuzzy
rules. Rules can be formed from human expert
knowledge or obtained from empirical samples.
The rule base is the most important component of
any fuzzy model.

The model parameter set specifies the shape of
the membership function of the linguistic value
used to represent fuzzy variables and fuzzy rules.
The parameter values can be evaluated by either
expert experience or knowledge mining process
from an experiment. The rule base and the model
parameter set are commonly referred to as the
knowledge base. The reasoning mechanism is re-
sponsible for performing a fuzzy inference proce-
dure based on the knowledge base and input values
to give a predicted value at the output. The fuzzifi-
cation interface performs the conversion of explicit
inputs into degrees of belonging to language values.
The defuzzification interface converts the fuzzy
inference result into a clear output value.

Constructing a fuzzy model to assess the tar-
get threat level. The fuzzy model is constructed as
a multiple-input one-output model, with the input
data comprising the target trajectory information

yA

"y

Fig 3. Correlation diagram between the air target
and the protected object

and the protected object information. The target
trajectory information is obtained from processing
and merging the data retrieved from the measuring
system, including distance, speed, altitude, flight
direction, etc. The protected object information
includes position, scope, protected direction, etc.
The correlation between the target 7; and the pro-

tected object 0; is illustrated in Fig 3.

The target trajectory information can be used to
determine the vicinity of the target to the protected

object, where the CPA distance of the target dgp 4

is the shortest distance to the protected object. The
closest point of approach (CPA) is an important
parameter for evaluating the target threat level. The
target is especially dangerous when its CPA dis-
tance is equal to 0. In the case of » targets attack-
ing m protected objects, the closest approach time
parameter is calculated as follows:

derai
v;

T(?-PA: et Vi=1om, (1)

where dgpp g 1s the distance from the target i to

the CPA of the protected object j and v; is the
target velocity i. The value of the approaching
flight direction 0; ranges within [0°,180°], de-

termined through the azimuth and flight direction.
When the target approaches the protected object,
the approach flight direction ranges within

[0°,90°]. The larger the flight direction, the lower

the threat level. A fuzzy model to evaluate the
threat of a target is constructed following the steps
outlined in Fig. 4.

Step 1. Based on the information about the tar-
get derived by radar sources and that about the
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Fig. 4. Fuzzy model diagram to assess the target threat value

protected objects provided by ACCS, the trajecto-
ry parameters of the target (position, speed,
course, altitude, etc.) are used to determine the

CPA distance a’gP A Of the target 7; relative to the

protected object O;, then to calculate the time

Tgp A according to (1). Thus, the input data and

expressive language of the proposed fuzzy model
are determined as shown in Tab. 1.

Step 2. Fuzzy input information is treated by
assigning a membership level to the linguistic ex-
pression of the input information. The input clear
values of the model are used as arguments to the
membership functions that correspond to the lin-

Tab. 1. Input data and expressive language of the fuzzy model

Input data Expressive language
Index (n) Parameter Level (/) Value

1 Distance 1 High (H)
2 Altitude 2 Medium (M)
3 Speed 3 Low (L)
4 CPA distance dgp A
5 Flight direction 6;;
6 CPA time T,

guistic value in the hypothesis part of each fuzzy
rule. From [4], the target trajectory parameters are
subdivided into different levels, e.g., the target
altitude is divided into a small altitude (from
200 m to 1000 m); an average altitude (from
1000 m to 4000 m); a high altitude (over 4000 m).
The target speed is divided into a small speed
(<80 m/s); a subsonic (<300 m/s) speed; a high
speed (<1500m/s); a  supersonic  speed
(>1500 m/s). Based on dividing the value of the
target parameters, the membership functions are
formed for each parameter, as shown in Fig. 5.
Step 3. A set of fuzzy inference rules is built in
the form of IF-THEN by fuzzification of the input
information into linguistic expressions. It can be
seen that smaller target distances or its larger ve-
locities correspond to higher threat values. Thus,
the language of expressing threat levels based on
input information is proportional to speed and in-
versely proportional to distance, altitude, flight
parameters, and time to CPA point. The fuzzy in-
ference rule set that evaluates the input infor-
mation by the fuzzy operator AND, based on com-
bining expert knowledge and the reliability of each
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Fig. 5. Membership functions established based on expert knowledge

A Target Threat Assessment Method for Application in Air Defense Command and Control Systems



H3Bectus By3os Poccun. Paguosnexrponuka. 2023. T. 26, Ne 3. C. 90-98
Journal of the Russian Universities. Radioelectronics. 2023, vol. 26, no. 3, pp. 90-98

Tab. 2. Fuzzy inference rule set in the form of [F-THEN to evaluate input data by AND operator based on expert knowledge

AND
No. Reli:)l?ility Distance Flight Direction | Time to CPA ?ﬁ:ég;t
i Range, m | Altitude, m | Speed, m/s ngA’ m 0, .. TgPA’ s value
1 1.0 L L H L L L H
2 1.0 H H L H H H L
3 1.0 M M M M M M M
4 0.5 H L H L L M M
5 0.5 M L H L L M H
6 0.5 L H M H H H L
7 0.1 H H M L L H H
8 0.1 M M H M L M M
9 0.1 L L L L L H L

rule, o; e[O,l] 1s built as shown in Tab. 2.

Tab. 2 shows that each evaluation rule for de-
termining the target threat value is the minimum
value of the membership level of the fuzzy set for
each input. According to Tab. 1, the linguistic ex-
pression / of the input information » is defined as
nl and the relative degree of the target x is
W, (x), then the satisfaction Hj for each input

clearly value vector is calculated as follows:

Hy=min{p3(x), 193(x),131(x), 1g3(x), 153(x), ne3(x)};
HZ:min{m 1(x),M21(X),H33(x),u4l(x),u51(X),H61(X)};

Ho=min{p13(x),123(x),133(x), pg3(x), 1s53(x) g (x)}.

Step 4. Each evaluation rule in Tab. 2 generates
a satisfaction Hj . In case where all the rules in
Tab. 2 are activated at the same time, there will be
rules that produce the same satisfaction H; . For
example, rules 1, 5 and 7 generate the target threat
level with the language expression High (H); rules
3, 4 and 8 generate the threat level with the lan-
guage expression Medium (M); rules 2, 6, and 9
produce a hazard level with the language expression
Low (L). Therefore, it is necessary to integrate the
rules that produce the same linguistic expression of
the threat level, using the fuzzy U operator ProbOR
according to the following formula:

I
Bl:UHk@ia
Yk

where H Ilc is the satisfaction corresponding to a lin-

guistic expression of threat level / (/= 1: High (H);

[=2: Medium (M); /= 3: Low (L)). Then, for the
rules in Tab. 2, their combined members are:
P1=Hioy +Hs0s5 + Hy07 — Hjo Hsos —
—HswsHy07 — H707Hjo) + Hyo Hsws H7007;
B =H303 + H 404 + Hgog — H303H 404 —
—H w4 Hgog —HgwgHymz + Hyw3H 404 Hgog;
B3 =Hyw) +Hewe + Howg — Hywy Hewe —
—H60)6H90)9 —H9(09H20)2 +H2(02H60)6H9(D9.

Step 5. Defuzzification and the target threat
value is calculated using the Center of Gravity
(CoG) method. CoG is the most prevalent and
physically appealing of all the defuzzification
methods [Sugeno, 1985, Lee 1990]. The member-
ship function at the model output with three lin-
guistic expressions (High, Medium, Low), corre-
sponding to the target threat value is v, € [0,1.0] .

To calculate a specific value, it is necessary to
combine the relevant members (B;,,,B3) fol-
lowed by its conversion to a scalar value, through
a truncation to remove the uncertain components
and the final form of the membership function
ue(v,) to the determined threat level.

This method returns a precise value depending
on the CoG of the fuzzy set. The overall area of
the membership function distribution is divided
into a number of sub-areas (such as triangle, trape-
zoidal etc.) in Fig. 6. Let S; and v; denote the area

CoG of i-th Where,
S; :I“C (v)dv and n is the number of geometrical

and sub-region.

components. The threat value of the air target 7; to

the protected object O; is calculated as follows:
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Simulation testing and result evaluation.

Input data. Fig. 7 depicts an air defense scenar-
io used to test the proposed fuzzy model when
evaluating and comparing the threat levels of differ-
ent targets. This scenario simulates an air situation
with 10 tracks (77,73, ...,Tj¢) with different pa-
rameters and the protected object O. The horizontal
axis Ox has a positive direction pointing to the
East, and the vertical axis Oy pointing to the North.

The trajectory parameters of the targets at the
testing time are presented in Tab. 3. Here, the CPA
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Fig. 7. Air defense scenario for evaluation testing
of the proposed model

Tab. 3. Trajectory parameter details

Target, | Distance, [Azimuth, |Altitude, | Speed, | Course,
no. km deg m m/s deg
L 13440 | 435 4500 305.6 245.0
T 70.43 51.3 3200 250.0 250.0
Ty 54.92 79.5 5800 3333 220.0
T4 116.81 | 122.1 7300 244.4 350.0
Ts 56.57 | 135.0 9500 261.1 315.0
Tg 80.22 | 140.1 8200 241.7 265.0
I 114.02 | 307.9 5200 305.6 80.0
Ty 101.07 | 296.4 6200 3194 95.0
T 59.42 | 247.8 2700 194.4 75.0
Tio 100.12 | 236.0 9140 216.7 105.0

distance dgp A » approach flight direction eij and

flight time Tgp A Of the target over the approach

point are calculated by (1) based on pre-processing
of the input data.

Simulation testing and result evaluation. Ex-
periment 1. In the first test, to evaluate the accura-
cy of the proposed fuzzy model based on the
Sugeno model and the proposed fuzzy rules in
Tab. 2, we use the FIS Edition toolkit in
MATLAB. Fuzzy rules are established according to
the values of the input information (Fig. 8). Follow-
ing the establishment of fuzzy rules, the Simulink
toolkit in MATLAB is used to construct a fuzzy
model for calculating the threat level of the targets
in Tab. 3. The testing results of this model with the
target trajectory parameters are presented in Fig. 10.

Experiment 2. To evaluate the computational
performance of the proposed fuzzy model, we de-
veloped a BATE software testbed, which simulates
the real-time ACCS. BATE is implemented in Mi-
crosoft Visual Studio C++, capable of simulating
and displaying an air situation picture [11] on a
digital map (Fig. 9). Then the calculation time
complexity of the proposed method is estimated.
We created various air defense scenarios with in-
creasing complexity to calculate execution time.

Comments. According to Fig.10, the threat value
of target 75 is the highest V5;=0.783, the threat

value of target 77 is the lowest /7 ;=0.213. From

the calculation results of the threat value, it is possi-
ble to arrange the targets in terms of their threat lev-
els from high to low, which is convenient for imple-
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Fig. 9. Air defense scenario for evaluation testing of the proposed model
menting the function of automatically distributing the
08 Il target data to firing units in an ACCS [12, 13].
il | | Fig. 9 presents the proposed algorithm model
9 0.6 II L i II calculated and updated for the threat values of doz-
E il II II il II II II ens of targets in each data update cycle (less than 1 s)
= 0.4 . .
g II II II II I II II [14, 15]. The threat values are displayed directly on a
= II II II II ] II II digital map. This confirms that the proposed algo-
0.2 - | . . .
II II II II II II II II II II rithm model can be applied in real-time ACCS.
Conclusion. This paper presents a method for
0 solving the issue of calculating the threat value of air
L I, 3, I Th I; Tt Ty Ty g g
Air target targets based on the fuzzy logic inference method. The
Fig. 10. Threat level values of the target in the testing proposed model utilizes the Sugeno fuzzy model,
of an air defense scenario which features multiple inputs (target trajectory pa-
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rameters) and a single output (target threat value). A
fuzzy inference rule in the IF-THEN format is estab-
lished to evaluate input information using the AND
operator, incorporating expert knowledge. The fuzzy
rules and defuzzification, implemented through the
clipped center of gravity method, are combined to
determine the clear threat value of a target.

The proposed fuzzy model was simulated and
tested using MATLAB tools on a scenario involv-

ing 10 target trajectories with varying parameters.
Additionally, the BATE software is used to test the
model via different air defense scenarios. The test-
ing results suggest that the proposed fuzzy model
is capable of timely calculating the threat value of
each target to the protected object, thus being suit-
able for developing tactical supporting software
modules for real-time air defense command and
control systems.
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